Acknowledgments

I would like to thank my parents Ian and Bev Trevathan, and brother Shane, for their support. Thank
you Sharith for helping me edit my publications.

Meow to Mr Gab.
Muchas gracias para mi querida amiga Andrea.

Accolade is also due to those who directly or indirectly contributed to this research.



Contents

1 Introduction 1
L1 AIINS « o o v v e e e e e e e e e e e e e e e 2
1.2 MethedologY o www w5 52535 s snmums s s 8st8a®3i B GREE S8 & 0% & 8 2
13 ResulSc s s o s s 0 0@ v v 2 05 5 5 33 0B s w o a v G G @ b pbHaasaNERAE TS 3
1.4 Book Organisation . . . . . . . . . . . e e 3

2 Auction Background 5
2.1 Anction™axXonomy « « « wewe £ 4 85 1 o s s m i E @@ P E T A eS8 B S s E 5
I o L 6
2.3 Online Auctions . . . . . . . . . 0 e e e e e e 8

2.3.1 Major Commercial Online Auctioneers . . . . . . . ... .. .. ... .. ...... 9
27 CERCIIBIONS 5 4 3 6 658 f 6 e AT HEL ST 2 6 2 S BEABEEADD £ 8 66 & b b b fdd @5 12

3 Fraudulent and Undesirable Behaviour in Online Auctions 15
31 BldSHEIAF . v ansssvams s 1465 08 88005 s 85 8 e0d rPeaye 15
32 ShillBIddInE s s s s s s 58 9w 6 5 2 5 555 R 8§ S dmanmad § 55 wa§da8ddssssen 17

3.21 Shill Mindset . . . . . . oL e e e e e e e e e e e 17
3.2.2 Shill Characteristics and Strategies . . . . . . . . . . . . . o e 18
323 Shill Biddifig EXEHIDIES &« v « s+ ¢ v 5 4 sis m o 9 5% 9@ o ¢ 5 4 v 5 % % 55w mE w8 18
33 BISUIPDIE v 5 5 5% 66 %% o 0 did § 5865455 oo samonns i858 hakasdda ss s 19
3.4 Siphoming . . . . . . e e e e e e e e e e e e e e e e 20
3.5 Non-Existent or Misrepresented Items . . . . . . . . . . .. . e 21
3.6 Auctioneer Corruption . . . . . . . . ... ... L. N R B AR EEEEEEE 5 22
3.6.1 Example Auction Security Model . . . . . . . ... L Lo 23
3.7 Conclusions . . . . . . o i e e e e e e e e e 25

4 The Research Auction Server 27
4.1 Software Components of an Online Auction . . . . ... ... ... ... .. ... .. 28
4.2 General Online AUCtIONS . . . . . . . . i i i i e e e e e e 28

4.2.1 Processes Involved . . . . . . . e 28
4.2.2  Web Interface Navigation . . . . . . . . . . . i i v it e e 29
423 Database « v v v v 15 4 B 6@ € F 4 F RS ARG RSB E S D E S5 BT EERE RSB E 31
4.2.4 Timing . . . . . e e e e e e 31
4.2.5 Transaction Settlement/Payment Mechanism . . .. ... ... ... ........ 32
4.3 Continuous Double AUCHONS : & o v v v v 6 v 6 4 @ b m e w vrm w s s 8 o o b s 55w % e s 33
4.3.1 Database . . . . . . L e e e e e e 35



ii

CONTENTS

4.3.2 The Auction Process . . . . . . . . . . 36
4.3.3 Payment. . . . . L e e e e e 40
44 Object MOl o o« o v 5 5 5 8 5 « 5 4 % % 58 G5 2w 8 G m o wmé s & 88 5 5 5 a b si ni 55 41
4.5 Software Bidding Agents . . . . . . . e 42
4.6 Conclusions . . . . . . . . e e e e e 43
A Framework for Private and Secure Auctioning 45
5.1 Security Issues in Online English Auctions . . . . . . .. ... ... ... ... ..... 46
5.2 Existing English Auction Schemes . . . . . . . . . ... .. .. . ... 47
5.3 Components of Our Scheme . . . . . . . . . 48
Fdl GCroupSignaltures s ms « 55 5 55 856 6 dm e o w ndsm b6 5685 68 5§ 2 5 08 49
5.4 The Auction Protocol . . . . . . o e 51
5.4.1 Sebup . ..o e e e 51
D2 Registrafion: s » s s o s 56 795 55 55 cwmmmmmemdm v o 85 55 8mdgs o ms 52
5.4.3 Setup - before each auction . . . . . . . . .. ... 52
o4 Bidding . : v v s s msme s o v s s R s EE L EE KRS EE 55§ E B EEE ¥ 8 E s 53
5.4.5 Winner Determination . . . . . . . . . . . . L e 54
5.4.6 Traceability . . . . . . . Lo e e e 54
FAT REVOCEBHION : ; v s o wao s s s v v 4 s “mm s 5555 s 8 8 8 4% ¥ 935 %5 €35 23 54 54
B BECMMY v 5 05 05 8 58 0 8GR i S A E A GG PP mm s B e e B A EE S g 54
5.6 Bfficiency . . . . . . L e e e 56
57 Conclusions . . . . . o o i e e e e e e e e e 56
A Framework for Private and Secure Online Share Trading 59
6.1 Imtroduction . . . . . . . . L L e e e e e e 59
6.1.1 Cryptographic Auction Fundamentals and Security Issues . . . . .. ... .. ... 60
6.1.2 New CDA Results and our Contribution . . . . . ... . ... ... . ... ..... 61
6.2 Existing CDA Scheme . . . . . . . . . . e e 62
6.2.1 Analysis of Wang-Leung's Scheme . . . . . ... ... ... ... ... ....... 63
6.2.2 Further Problems — Procrastinating Attack . . . .. ... ... ... ... ..... 63
6.3 Components of our CDA Scheme . . . . .. . . . . . . . . .. 64
6.3.1 Partiesin The System . . . . . . . . . e 65
6.3.2 Communication Channel . . . . . . . .. . .. 65
6.3.3 Group Signatures . . . . . o v v vt e e e e e e e e e e 66
6.4 CDA Protocol. . . . . . o o i e e e e e e e 66
G2 SEHD ¢ npa rHEE T RE E B 5 & % 5 B S0 G BB G e on o s oy o i i ve e cen i i e iom G aon o 66
6.4.2 Registration . . . . . . . . L 67
643 Bidding « v 25 v v v v 0 nmn s m 54 89 55 E ¥ E T L RS & B A8 5 E 55 E ¥ EEE 5 69
6.4.4 Winner Determination . . . . . . . . . . . 70
64D Tracesbility « o« « v 2 v s s mw s e E u v Aty ¥ s @ WE @ G B ¥ ¥ EFE A B 71
6.4.6 Revocation . . . . . .. . . . e 71
6.5 Security . . . o o o e e e e 72
6.5.1 Procrastinating Attack . . . . . ... L 73
6.6 Efficiency . . . . . . o e e e 73
6:6.1 Other Approaches . « « s s & 5 5 5 w6 ¢ 8 5 5 ¢ § 58 5 5 w w4 § 5 6 8 %4 % 5§ 5 T4
6.7 Secure and Anonymous Online Share Trading . . . . .. ... . . ... ... ... ..... 74
6.8 CONClIBIONS « v w5 5 w5 ww 5 ¢ 5 5 5@ 8 & $ 5 & & € € 6 £ 54§ 3 8 8 @66 86 53888 i &3 75



CONTENTS iii

7 Software Bidding Agent Security 77
7.1 A Simple Shill Bidding Agent . . . . . . . . . . L 78
7.1.1 Components of an English Auction . . . . . . . ... . .. .. . 78

7.1.2  Shill Agent Directives . . . . . . . . . . L e 78

7.1.3 Performance . . . . . . . . e e e e e e 82

7.2 An Adaptive Shill Bidding Agent . . . . . . . . .. e 33
T21 Approach : s s v s s s 5o s n s SR BRI bR b o oS, A BAFTEE E P FE G 84

7.2.2 Prediction Methods . . . . . . . ..o e 84

7.2.3 Revision Strategles . . . . . . . . ... e 90

724 Performanee : s « »s s s o wm s 5w m o 3 5 5 5 e E M B RS S BB A S E L E YR 90

7.3 Conclusions . . . . . . ot e e e e e 92

8 Detecting Shill Bidding 93
B1 Relabed WOIK ¢ 5 « 5 5 35 6 5 ¢ 4 8 5 55505 88 55 fmmosnomme s dmd & 8585 & 5 24 94
8.1.1 Shill Example . . . . . . . e e e e 95

8.2 Detecting Shill Bidders . . . . . . . . . . . e e e e 95
83 TheShillSUGTE » « 5 66 v s v 0 5 8 5 8@ 8 e & § § 65 B 6§ 0k S ES BEE S5 LE 5 8 96
B30 PerformiaBCe : : s v« 55 5 5 s 5 w5 58 535 a ks s i i M EFHAAE £ E T E F b 106

8.3.2 Simulated Auctions . . . . . .. e e 106

8.3.3 Commercial Auctions . . . . . . .. .. e e e 112

8.4 Detecting Colluding Shill Bidders . . . . . . . . . o . i et e e 115
BAd Colluding SHills « ¢ s s e v v 5 ¢ 5 85 w9 255 55 8§58 54 53 a0 88558553 116

8.4.2 Alternating Bid Strategy . . . . . . . . . e 117

8.4.3 Alternating Auction Strategy . . . . . . . . . .. 122

8.4.4 Hybrid Strategy . . . . . . . . e e e e 124

8.4.5 Applying the SS Algorithm . . . . . . . . . . ... 125

846 Petloimiigt « vomensos v v 2a s om s 8 8935 6 98§ $A8 88 5 28832 126

85 Conclugions s s s s s s s G Ao P 2 35 488 26 PRIF I FEB R A5 5 s daansDsass 132

9 Conclusions 135
Appendices 137
A Variable Quantity Market Clearing Algorithms 137
Al Preliminaries . . . . . . . . o e e e e e e e e e e e e 138
ALT Model & v uponasaasrs i es SHE S S PPFPELOEE SR EE AE LS DS S 138

AL2 Goals s v iz s s s s s e F 8 RLEBEEE S R PR RN R A A AR A s by B E S 139

A.1.3 Analysing Efficiency . . . . . . . . . e e e 140

A2 Quantity Clearing Algorithms . . . . . . . . . . .« e 140
A2 AlGotithMl v s s s s v v mmom s v o v R @ ¥ 8 4 8 2 8 & ¥ 5 35 R G EE S &4 85§ 53 140

A2 AlGOrIEMIZ o o vovoc o o m wim b 0 s e e e e e e e e e e e e e e e e 141

A23 Algorithm 3 . . . . . o o e 142

A2 AlGOTHNII AL » « s v s s m e s mm 8 ¢ ¥ 8 5998 ¢ 58 57§ 5 6688 B HBEET E E BB 142

A2E AlgorIHmB . o o v v s e s mm s b5 s s e e e e w e e o e e s 142

A26 Algorithm 6 . . . . . . o o o 144

A3 COMPOTIBEON ¢ o « v 5 3 s a s s v 55 S E® % 6 8585 55448688 HmaEF 485 83 145
A CONCIUBIONS] & « v 5 w9 s om0 w9 5w e e o o 8 B & B e e e e e e e o e 146



List of Figures

3.1
3.2
3.3
3.4
3.5
3.6
3.7

4.2
4.3
4.4
4.5
4.6
4.7
4.8

4.9
4.10
4.11

4.12
4.13
4.14
4.15
4.16
4.17
4.18

6.1
6.2

Taxonomy of Auction Schemes . . . . . . . ... 6
Bid Shielding . . . . . . . . e 16
Bid Shielding in Auctions with Automated Bidding Agents . . . ... ... .. ... ... 16
Aggressive Shill Bidding . . . . . . . . . . e e 17
Benign Shill Bidding . . . . . . . . . . e 19
BIdSAIPIAG ¢ « 5 5 5 2605 5 65 5 6 6 6 8 @5 § 5 5 B b v s v v et e s e n e e B E s 19
Registration . . . . . . . . L e 23
Bidding . . . . . e e e 24
Basic Software Components for an Ounline CDA . . . . . .. ... .. .. ... ....... 28
Web Interface Navigation Map . . . .. . . . . . . . . . .. 29
Session Variable Authentication Procedure. . . . . . . . . . . .. ... ... ... 30
Entity Relationship Diagram for an Online Auction Database . . . . . . ... .. .. ... 30
Bid Entity with Bid Cancellation . . . . . . . . . .. . ... .. e 32
User Entity with Balance Attribute . . . . . . . . . . . . ... .. . . 33
Navigation Map for an Online CDA Website. . . . . . . .. ... ... ... ... ..... 34
Example CDA Watchlist. Each line represents an individual CDA, its price quote, and

links to buy/sell or view the market depth . . . . . . .. .. .. ... ... ... .. .... 34
Entity Relationship Diagram for an Online CDA . . . . . . .. .. ... ... .. ... . 35

An Example Buy Bid used in Online Share Trading (source: Australian Stock Exchange) 37
An Example of a Price Quote (top), and Market Depth Indicator which lists all the buy

and sell bids for a CDA (bottom) . . . . . . . . . . . e 37
Bid State Transitions for a CDA . . . . .« . . . e 38
“Blackbox” Matching Function for Clearing Bids . . . . . . ... .. ... ... ...... 39
Basic Market Clearing Algorithm . . . . . . . . . . . .. .. 40
Example Portfolio. Each line represents the user’s holdings for a particular CDA . . . . . 41
Web Interface Object Model . . . . . . . . . . . . . e 42
Software Bidding Agent Object Model . . . . . . . . . . ... ... .. ... 42
Software Bidding Agent Application Programming Interface . . . . . ... ... ... ... 43
The Auction Model . . . . . . . .. . e e e e e 49
The Auction Protocol . . . . . . . . e e 51
System Dynamics of the CDA Scheme . . . . . . . . . . . . .. . 65
CDA Registration Protocol Incorporating the Broker . . . . . ... ... ... . ... ... 75

v



vi

7.1
7.2
7.3
7.4
7.5

7.6
7.7
7.8
7.9

7.10

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11

Al

LIST OF FIGURES

Pseudocode for Shill Bidding Agent Directives land 3 . . . . . ... ... ... ... ... 78
Pricing and Strategies . . . . . . . L e e 79
Final Price Bid Distribution over a Series of Relatively Concurrent Auctions . . . . . . . . 80
Pseudocode for Shill Bidding Agent Directivesdand 5 . . . . . . ... ... ... ... .. 81

Graphs illustrating the agent’s performance with increasing risk factors 8 and u. The
horizontal axis represents the target price a. A shows the increase in average final price
with increases in a. Likewise B shows the increase in average number of bids per auction
with increases in a. C illustrates how the agent’s success rate decreases with o and D

shows the increase in failures due to winning the auction. . . .. .. ... ... ... ... 82
Example Nustrating how the Adaptive Agent Plans and Revises its Strategy . . . . . .. 86
Example Maximum Situations Encountered in an Auction Dataset . . . . . .. .. .. .. 87
Example Showing a Local Maximum and a True Maximum . . . . ... . ... ... ... 87
A finite state machine expressing the EC algorithm for finding the “width” of, or number

of “steps” in, the initial upslope of apeak. . . . . . . . . . . . . ... ... ... 88

Example illustrating how the EC algorithm influences the agent’s probability function.
Epochs are created between max/min pairs in the time series chart (top). Prices further
in past are discarded. The agent, uses the price corresponding to ¢ for the current epoch

TAAEEL ¢ g Hp oo e A BB @ h 8 D EF S E m B o 5 om oo g m o e e am o b e e A e 89
Shill Scores for Simulated Auction Data . . . . . . . . . ... 110
Time Intervals and Bid Increments for the Dire Straits’ DVD Auction . . . . .. .. . .. 110
Shill Scores for Commercial Auction Data . . . . . . . ... ... oL 114
Example Collusion Graph . . . . . . . . . . e e 119
Potential Colluding Bidders . . . . . . . . . . . . . 120
Example Collusion Graph . . . . . . . . . . e e 120
Example Dual Collusion Graph . . . . . . . . . . .. . . e 122
Shill Scores for Simulated Auctions with Differing Collusion Strategies . . . . . . . . . .. 127
Example Collusion Scores for the Alternating Bid Strategy . . . .. .. ... .. ... .. 129
Example Collusion Scores for the Alternating Auction Strategy . . . . . ... ... .. .. 130
Example Collusion Scores and Shill Information for the Hybrid Strategy . . . . . . . . .. 131

Algorithmic Performance on Simulated Data . . . . . . . . . ... ... ... ... 143



List of Tables

2.1
4.1
5.1

6.1
6.2
6.3
6.4
6.5

6.6
7.1

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11
8.12
8.13
8.14
8.15
8.16
8.17
8.18

Example Bid History for an Online Auction . . . . . .. .. ... .. .. ... ... ... 9
Database Transactions in an Online CDA System . . . . . . ... ... .. ... ... .. 36
Comparison of English Auction Schemes . . . . . . . .. . ... ... ... ... ... 55
The Registration Protocol Between b; and RM . . . . . .. ... ... ... ... ... 62
The Registration Protocol Between b; and MM . . . . . ... ... ... . ... ... 63
The Registration Protocol Between a New User and the Auctioneer . . .. ... ... .. 67
The Registration Protocol Between b; and the Registrar . . . . .. ... ... ... .... 68
The Bidding Protocol Between b; and the Auctioneer . . . . . . .. ... ... ... ... 69
Comparison of CDA schemes . . . . . . . . . . . . e 73
Profit Acquired by Shilling. . . . . . . . . . e 91
An Example Auction with Ope Shill . . . . . ... ... ... .. ... ... ........ 94
Auction with Two Bidders - One Bidder (b;), One Shill (s1) . . . . .. . .. ... ... .. 98
Auction with Three Bidders - Two Bidders (by, b2), One Shill (sy) . ... ... ... ... 98
An Example Auction with Proxy Bidding . . . . . . .. .. ... ... ... .. ...... 103
Example Auction Re-ordered According to the Time Submitted . . . . . ... .. ... .. 104
BidIneremenfs « « v r 5 ¢ 5 5 8 988 3 6 65 5 88 mpmmmn 8 858550 0 mmownaon §d 105
Simulated Auction with One Shill . . . . . . . . .. ... Lo 107
Shill Scores for Simulated Auctions with One Shill Bidder . . . . . . ... ... ... ... 109
Shill Scores for Simulated Auctions without Shilling . . . . . ... ... .. ........ 109
Shill Scores for Simulated Auctions with Benign Shilling . . . . ... ... . ... ... .. 111
Top Five Shill Scores for Seller: saveking . . . . .. . .. .. ... .. L. 111
Top Five Shill Scores for Seller: michael-33 . . . . .. .. .. ... ... .. . ....... 112
Top Five Shill Scores for Seller: syschannel . . . . ... ... ... ... .. ........ 112
An Example Auction with Two Shills Alternating Bids . . . . .. ... ... ... .... 117
Auction with Two Bidders - One Bidder (b;), One Shill {s1) . . . . .. . .. .. ... ... 117
Auction with Three Bidders - Two Bidders (by,b2), One Shill (s3) . ... ... ... ... 118
Auction with Three Bidders - One Bidder (b1), Two Shills (s1,82) ... . ... ... ... 119
Shill Score and Collusion Behaviour Profiles . . . . . .. .. ... ... ... ........ 123
Comparison of Variable Quantity Market Clearing Algorithms . . . . . . .. ... .. ... 144

vii



Chapter 1

Introduction

Online Auctions are extremely popular. Once the domain of highly skilled negotiators, online auctions
have made auctioning accessible to everyone, regardless of whom they are. A novice can buy everyday
items such as groceries and clothes, or can compete for rarities and collectables such as rock memorabilia
and antiques. Likewise, a seller has access to virtually a worldwide consumer base. It also seems that
non-conventional items can be sold via online auctions, which would probably not be sold anywhere else!
For example, auctions for the following items have been held:

1. Mold on a sandwich that resembles the Virgin Mary;
2. A man willing to bang his head on a door until he is unconscious; and
3. A French Fry shaped like the Nike logo.

However, despite the overwhelming benefits and hype, there is a sinister and dark reality to auctioning
online. Auction fraud is one of the fastest growing forms of Internet-based crime. Participants are
anonymous and can engage in undesirable and fraudulent behaviour in an attempt to gain an unfair
advantage. For example, the seller may misrepresent or not deliver an item. Likewise, a bidder can
refuse to pay, or have his/her bid forged. Furthermore, the Auctioneer could block bids or influence the
auction in a manner that maximises its revenue. Various cryptographic solutions have been proposed to
fix many of these problems. However, most of these schemes are not suited to the auction style that is
most commonly used online.

Certain types of bidding behaviour can also be used to influence the auction in an undesirable manner.
One such type of behaviour is shilling, where the seller introduces fake bids into the auction in order to
inflate the price. Shilling is prohibited in online auctions, however, it still continues to occur. Solutions to
detect and/or prevent shill bidding tend to be outside the realm of cryptography. While online auctioneers
claim to monitor their auctions for bad behaviour, there are no published methods on how to detect shill
bidding. The problem is compounded with the advent of software bidding agents.

Software bidding agents are used to bid on a human's behalf. The Artificial Intelligence community has
suggested that agent-based negotiation could eventually replace all human input. However, such a claim
is flawed, as agents can also act in a fraudulent manner. While much research has been conducted into
improving the performance of bidding agents, little attention has been given to the security implications.
A bidding agent can be designed maliciously so that it harms the auction in some of the previously
mentioned ways. This is a serious concern now that bidding agents are used for trading shares online.
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Online share trading is a popular offshoot of more conventional online auctions. An individual can
submit a buy or sell order to a broker, who then enters it into the share market. The privacy and security
issues in online auctions are also manifest in online share trading. Although tightly regulated, there is even
less security than online auctions. The extra parties involved in the auctioning process (i.e., broker, share
market, regulatory authority, etc.) further complicate the privacy and security requirements. Limited
attention has been paid to these issues, or the special auction type employed by this application.

There are many auction types including Vickrey, Dutch, Japanese, Combinatorial, etc. Existing
auction security literature has mainly concentrated on Vickrey or sealed bid auctions. However, the most
popular online auction type employed online resembles an English auction (e.g., eBay). In an English
auction, one seller offers an item to several bidders where the highest price wins. In contrast, online
share trading uses an auction type referred to as a Continuous Double Auction (CDA). A CDA has many
buyers and sellers continually trading a commodity. The method for matching buy and sell bids (referred
to as clearing) is much more sophisticated than English auctions. The privacy and security requirements
for English auctions and CDAs differ dramatically from previously studied auction types. This book
concentrates solely on English auctions and CDAs.

1.1 Aims

This book investigates privacy, security and fraud issues in online English and Continuous Double auc-
tions. The main objective is to understand the characteristics of fraudulent auction behaviour, and
propose mechanisms to combat it. With regard to the aforementioned problems, the research goals
include:

1. Provide a security model for auctioning online that protects a bidder’s personal information;

o

Construct a model for securely and anonymously trading shares online;
Explore the security implications of agent based negotiation;

Develop methods to detect certain types of auction fraud (i.e., shilling); and

ou s @

Devise and evaluate alternate software mechanisms for clearing CDAs.

1.2 Methodology

Many of the issues investigated in this book are illegal to perform in actual commercial online auctions.
This makes it difficult to assess the extent of fraudulent activity, and understand its nature. Furthermore,
there is no way to evaluate the effectiveness of newly proposed security mechanisms. To accomplish the
research goals, an online auction server has been constructed. This allows for experimentation in a
controlled enviromment, without the risk of prosecution.

The server was used to test security theories and gauge practical performance and efficiency. The
server can perform both simulated and real auctions. It has a software bidding agent interface, which
allows auctions to be fully automated (i.e., no human input required). The auction server’s software
components are documented throughout the book. Descriptions are given regarding how tests were con-
ducted, and their results.

This book does not condone the use of any of the discussed illegal themes, and does not
support in any way their use other than for the purpose of research, and only then to assist
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in the development of effective avoidance, deterrent and detection mechanisms to use to
stop fraudulent behaviour.

1.3 Results

With regard to the aims stated in Section 1.1, the book resulis are as follows:

1) Online auction privacy and security issues have been extensively investigated. From this, a com-
plete online auction security model for English auctions has been devised. This model uses cryptographic
mechanisms to ensure bid authenticity, and provides verification that everyone has followed the auc-
tion protocol correctly. An individual remains anonymous provided they don’t repudiate having made
a bid. In the event of bid repudiation, two independent parties can work together to trace the bid’s owner.

2) Privacy and security issues involved in online share trading are investigated, and a comprehensive
set of security requirements are given for this auction type (i.e., CDAs). The online English auction
security model is extended to encompass CDAs and application specific details pertinent to online share
trading. This is the first secure auction scheme to specifically address share markets.

3) Two malicious bidding agents that engage in shilling behaviour have been constructed. A simple
shill bidding agent inserts fake bids to inflate the price until it becomes too risky to continue. A adaptive
shall agent uses knowledge from a series of auctions with substitutable items to revise its strategy. This
is achieved using novel prediction methods. The agents allow us to understand a fraudulent bidder’s
nature, and help refine the proposed shill detection techniques.

4) A novel method to detect shill bidding in online English auctions is presented. Bidders are issued
with a score based on their bidding behaviour. The score indicates the likelihood that the bidder is
engaging in shilling. This can be used by other bidders to decide whether they want to participate in
auctions held by a particular seller. The scheme is resilient in that it can detect colluding bidders and
sellers that attempt to thwart the system.

5) Several new CDA market clearing algorithms are proposed, which are more efficient than the exist-
ing methods used in financial markets. These algorithms employ techniques such as waiting, subsidisation
and prioritising to achieve a higher trade volume. Efficiency is measured in terms of the number of bids
and amount of quantity matched. Comparisons are drawn between the optimal offline algorithm and the
proposed online clearing algorithms.

As previously mentioned, the performance of the devised techniques has been tested using the online
auction server. Test results are given and scrutinised in terms of existing literature. Many of the results
can be practically applied in commercial online auctions.

1.4 Book Organisation

This book draws from e-Commerce, Information Security, Software Engineering and Artificial Intelligence.

This book is organised as follows. Chapter 2 introduces online auction concepts. It provides an
overview of auction history, the types of auctions that exist, and the major commercial vendors in the
online auction market. Chapter 3 discusses fraudulent bidding behaviour and the security and anonymity
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problems with auctioning online. This chapter is the main thrust behind the security considerations of
the research presented in this book. The software platform for conducting online English auctions and
CDAs is introduced in Chapter 4. Chapter 5 presents an online English auction security model that
seeks to remedy the identified privacy and security concerns. Chapter 6 discusses online share trading,
and its similarities to online auctions in terms of privacy and security. An anonymous and secure CDA
scheme for trading shares online is presented. Chapter 7 explores the security implications for agent-
based negotiation, and presents bidding agents that bid in a fraudulent manner. Chapter 8 presents
novel methods to detect shill bidding. Chapter 9 provides some concluding remarks and avenues for
future work. Appendix A contrasts several algorithms for clearing share markets (i.e., matching buy and
sell bids).

This book is designed to be read sequentially from start to finish, as later topics build upon previously
introduced concepts. However, after reading Chapters 2 and 3, the reader can skip ahead if desired.
English auctions are addressed in Chapters 4, 5, 7 and 8. CDAs are covered in Chapters 4, 6 and
Appendix A. Note that Chapters 5 and 6 require that the reader has some background cryptographic
knowledge as they contain complicated theoretical mathematics.



